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Introduction: What is 
Mobile Device Management Software?

Mobile Device Management (MDM) software is used for the administration, by head-office technology administrators, of mobile 

devices used by employees, i.e. smartphones, mobile phones, tablets and/or laptops, POS devices, and portable scanners. MDM 

deals with corporate data segregation, securing email transmissions and telephone conversations, securing the transmission 

and storage of corporate documents, and enforcing corporate IT policies. While doing this, MDM works to protect the assets 

that are the physical devices and the corporate information on those devices. It must also enable everyone in the company to 

communicate with each other, and with suppliers and customers, in an efficient and approved manner. Because of its ever-

growing complexity, MDM is now its own segment in the IT industry, valued at $3 billion and with a predicted annual growth 

rate of 25%.

Cell phones started to become popular in the 1980s and IBM made the first true 
smartphone in 1992. Apple popularized it with the 2007 introduction of the iPhone.  
Photo by Andrea Piacquadio from Pexels

Vuzix has taken the smartphone one step further by introducing a complete ‘hands-
free‘ communication and computing device—Smart Glasses.
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During the 1950s the mobile radio phone was introduced and used primarily  
for business.

The Compaq portable computer, affectionately referred to as The Luggable, became
popular in the 1980s. Photo credit: Hewlett Packard / HP Computer Museum.



Driving Factors in 
Mobile Device Management

MANAGING VOLUME

Mobile Device Management became its own sub-industry out 
of necessity—systems had to be found to manage the vast 
number of devices that employees of corporations use. Added 
to those corporate devices, in many cases, are employees’ 
own devices, and those of contractors (also known as BYO, or 
bring-your-own, devices).

To use one example, Bechtel Corp. is the largest construction 
company in the United States. It has 60,000 employees 
working at 13 international offices. Assume that each one 
of those employees has a corporate smartphone, and each 
one has a corporate tablet or desk-top computer, or both. 
Every call, every email, every document download has to 
be conducted according to the company’s pre-determined 
information management, security, and app management 
protocols.

In this example, if an executive in the United States emails a 
purchase order to a project manager in China, the corporate 
protocol could be that the employee downloads that purchase 
order and saves it to his computer. If head office does not want 
the employee to be able to forward it to anyone, it can embed 
share blocking into the document. That may sound simple, but 
enabling that restriction could involve 150,000 devices. 

SECURITY

Corporations of all sizes are vulnerable to hacking—hackers 
may be after money, they may be after trade secrets, or they 
want to disrupt a competitor’s operations. No corporation or 
government is immune and the struggle to maintain end-to-
end security is never-ending. 

This means that tech managers have to ensure that all devices 
are managed in the same fashion, and carry the same approved 
software, and that security systems on those devices are 
updated at the same time and in the same way.
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Systems Efficiency

SYSTEMS EFFICIENCY

Similarly, each piece of software that a company uses has to 
be regularly updated. That may include accounting software, 
customer relationship management software, project 
management software and databases of all kinds. All of this 
has to be updated for each employee, across all devices, in the 
same way, and ideally at the same time. Employees’ devices 
have to be tailored for different uses and, in many cases, the 
way they use their devices has to be monitored or restricted. 
If head office does not want its smartphones used to access 
Facebook, that activity can be blocked. Some retail managers 
must be able to adjust POS systems; others may need mobile 
scanners.

Plus, many companies hire multiple contractors and service 
providers. Contractors usually use their own devices but, 
for the length of their contracts, they need to have access 
to their clients’ databases, networks and software, so their 
devices have to be accommodated and controlled through the 
corporate system.

ASSET VALUE

The size of a corporation often dictates how many mobile 
devices it has to have and some companies can spend a small 
fortune on hardware and software. If we look at a company like 
Citibank, which has 200,000 employees in 116 countries, that 
investment involves the purchase, maintenance and upgrades 
of between 400,000 and 600,000 pieces of hardware. The 
annual cost of that can easily run into the hundreds of millions 
of dollars. So Mobile Device Management not only has to 
make sure that communications functions (systems, software 
programs and apps) run smoothly and securely, but also that 
each piece of hardware is properly maintained and tracked.

In other words, the logistics of Mobile Device Management can 
be daunting. There are dozens of MDM apps on the market 
now, but the goal is to streamline MDM for all deployed 
devices to make the whole process more efficient.
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Mobile Device Management for  
Vuzix M-Series Smart Glasses

As companies utilize Vuzix Smart Glasses they quickly 
recognize the efficiency and return on those investments and 
begin plans for larger scale deployments.

If the goal is to make and streamline technology management 
of Smart Glasses more efficient, Mobile Device Management 
software can be an excellent tool. By controlling and protecting 
the corporation’s data and configuration settings of all mobile 
devices, including Smart Glasses in a network, MDM can 
reduce support costs and business risks.

FUNCTIONALITY AND SECURITY OPTIMIZATION: 

The intent of MDM software is to optimize the functionality and 
security of mobile devices and their communications networks 
while minimizing costs and downtime:

• Ensuring that diverse user equipment is configured to a 
consistent standard and supported set of applications, 
functions, and/or corporate policies.

• Updating equipment, applications, functions, and policies 
in a scalable manner.

• Ensuring that applications are used in a consistent and 
supportable manner.

• Ensuring that equipment performs consistently. 
• Monitoring and tracking equipment, i.e. location, status, 

ownership, activity.
• Trouble-shooting, diagnosing and addressing issues 

remotely.

OVER-THE-AIR DISTRIBUTION OF APPLICATIONS, 
DATA AND CONFIGURATION  

While all Vuzix Smart Glasses come with over-the-air software 
update capabilities, this tool is limited to device-by-device 
update processes that have to be managed by the user of each 
device. But with MDM functionality that also includes over-the-
air distribution of applications, data and configuration settings 
for all types and quantities of Smart Glasses, this becomes 
a breeze. This tool can automatically detect all relevant 
devices in the network, and send them settings and updates 
for immediate and continued usability, simultaneously with 
simple command instructions. The process is fully automated, 
keeps a history of user devices, and sends settings only to 
subscriber devices which were not previously set.

Device management software platforms ensure that end-users 
benefit from plug and play data services for whatever devices 
they are using. And for mobile security, most MDM products 
are built with the concept of Containerization. An MDM 
Container is a secured section of the device using modern 
cryptographic techniques so that corporate data such as 
email, documents, and enterprise applications are encrypted 
and processed inside the container, ensuring that corporate 
data is separated from users’ personal data on the device.

In the end, the overall role of MDM is to increase device 
supportability, security, and corporate functionality while 
maintaining user flexibility.
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State-of-the-Art Technical Versatility:
Best-in-Class MDM Software Compatibility

Numerous companies provide dozens of apps designed to 
assist with MDM, and Vuzix Smart Glasses are compatible 
with many of them.

The top five MDM apps currently supported on Vuzix glasses 
include VMWare Airwatch, SOTI MobiControl, Microsoft 
Intune, 42Gears SureMDM, and Mobile Iron. This list does 
not include every MDM platform, but Vuzix can integrate, test 
and certify its glasses to work with virtually any Android MDM 
software. Therefore Vuzix Smart Glasses can easily integrated 
into any established MDM system.

Vuzix Smart Glasses can be delivered directly to any office 
in the world. Head office can program and configure them 
remotely, or they can be pre-loaded, with MDM software 
installed by Vuzix as requested by the customer. The recipients 
merely scan a code after powering up their devices, and the 
Vuzix Smart Glasses are online, synced and secure. 

 

Vuzix Smart Glasses enable employees to work more accurately and efficiently hands-free, and from remote locations.
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Hard Hat
Left or Right Eye Capable

Left Eye Mountable
Over Glasses

Remote Battery
All Day Operation

Right Eye Mountable
Over Glasses

Safety Glasses
With Optional Prescriptions

Head Band
Left or Right Eye Capable

The numerous flexible ways to wear Vuzix Smart Glasses.



Smart glasses can also provide an essential component of Mobile Data Management, allowing hands-free teleconferencing 
where a remote expert can see what an employee is seeing and doing, and provide guidance and instruction.  

The Vuzix M-Series Smart Glasses are the most wearable, secure and ergonomically versatile smart glasses on the market. 
With multiple mounting options and an array of ingenious accessories, they can be worn by anyone, regardless of which eye is 
dominant, and whether or not the user is wearing prescription glasses, a cap, facial protection, or a hardhat.
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Vuzix M-Series Smart Glasses
Product Overview

Vuzix M400 Smart Glasses 

Vuzix M4000 Smart Glasses 



Next-Generation Communication: 
Vuzix M400 Smart Glasses

Vuzix M400 Smart Glasses provide most of the features and capabilities of a modern smartphone, in a hands-free wearable 
device. They can connect to the internet/intranet wirelessly, via Wi-Fi. Bluetooth 5.0 connectivity allows them to pair with 
Android or iOS devices, or other Bluetooth devices. Integrated motion and GPS tracking provides an unprecedented situational 
awareness experience, and allows for device tracking.

The M400 Glasses also include the Qualcomm® Snapdragon™ XR1 platform, the first dedicated XR platform designed to 
accelerate high-quality video, audio and interaction on Smart Glasses. They are IP 67 rated and are ruggedized against water, 
dust and dirt, and operate via voice, button-press, and gesture controls.

The Vuzix M400 Smart Glasses’ focus on wearability and ergonomic form factors, combined with the power of the Snapdragon 
XR1, drives Smart Glasses performance and functionality to the next level.

Mounting Rail

USB-C Port

Navigation 
Buttons
Back

Touchpad

Power Button

Power LED

Status Button

Camera 

USB-C Port

Center Front

Display

Recording LED

Flash/Flashlight
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Vuzix M400 Smart Glasses:
Specifications & Features 
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TECHNICAL SPECIFICATIONS1 
OPTICS
• Display resolution: nHD color display
• Display type: OLED
• Aspect ratio: 16:9
• Field of View (diagonal):
  16.8 degrees, equivalent to a 5 in. 
   mobile device screen seen at 17 inches
• Brightness: > 2000 nits
• Contrast: > 10,000:1
• 24-bit color with true black
• Supports left or right eye use

SYSTEM
• 8 Core 2.52Ghz Qualcomm XR1
• 6GB LPDDR4 RAM
• 64GB internal flash memory
• Android 8.1 OS
• OS and apps OTA upgradeable
• MDM available from multiple partners

CERTIFICATIONS
• IP67
• Drop safe to 2 meters

UNIVERSAL M-SERIES RAIL FOR 
VARIOUS MOUNTING OPTIONS
• Vuzix M-Series Rail Eyeglass frames without lens 
  (standard)
• Weighs less than 3 oz.
• Eyeglass frames with lens
• Safety glasses
• Hard hat mount
• Headband mount
• Peltor headphone mount

BATTERY
• 135mAh internal battery supports hot swapping 
   of external batteries
• 1000 mAh head-worn USB-C external battery 
   with 3-level LED indicator
• Can be powered by 3rd-party USB battery packs 
   in place of head-worn battery
• 2 – 12 hours of operation based on external battery choice

CONTROLS
• 3 control buttons
• Voice control – customizable and supports multiple languages
• 2 axis touchpad with multi-finger support

AUDIO
• Integrated speaker (up to 97db output)
• Triple noise-cancelling microphones
• BT audio: HSP / A2DP

CAMERA
• Up to 12.8-megapixel stills
• Up to 4k30 video
• Improved auto-focus (PDAF)
• Improved optical image stabilization
• LED flash/scene illumination
• Barcode scanning

CONNECTIVITY
• USB 3.1 Gen 2 on USB Type-C
• Wi-Fi 2.4/5Ghz 802.11 a/b/g/n/ac
• Bluetooth 5.0 BR/EDR/LE

INTEGRATED HEAD TRACKER
• 3-degree of freedom head tracking
• 3 axis gyro
• 3 axis accelerometer
• 3 axis mag/integrated compass

GPS
• GPS / GLONASS

Compare all Vuzix products here: 
www.vuzix.com/products/compare-vuzix-smart-glasses 

1. Specifications are subject to change 

https://www.vuzix.com/products/compare-vuzix-smart-glasses


Enterprise Solutions & Market-Leading Optics:
Vuzix M4000 Smart Glasses 

The M4000 utilizes Vuzix’ see-through Waveguide optics and is designed around the M400, thus maintaining the same usability 
and comfort. Vuzix added Waveguide optics to the platform, providing a see-through display mounted on the same functional 
ergonomic M400 design.

Vuzix M4000 Smart Glasses provide most of the features and capabilities of a modern smartphone, in a hands-free wearable 
device. They can connect to the internet/intranet wirelessly, via Wi-Fi. Bluetooth 5.0 connectivity allows them to pair with 
Android or iOS devices, or other Bluetooth devices. Integrated motion and GPS tracking provides an unprecedented situational 
awareness experience, and allows for device tracking.

These smart glasses also use the purpose-built Snapdragon XR1 processor for smoother operations and higher functionality. 
The M4000 continues Vuzix’ commitment to the wearable technology industry.

.

Mounting Rail
USB-C Port

Back

Touchpad

Power Button
(rotate arm to 

access)

Power LED

Status Button
Camera 

USB-C Port

Center

Front

Waveguide Display

Recording LED

Flash/Flashlight
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Vuzix M4000 Smart Glasses:
Specifications & Features 
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TECHNICAL SPECIFICATIONS1 
OPTICS
• See-through Waveguide optics²
• Display resolution: WVGA color display 854x480
• Display type: DLP
• Aspect ratio: 16:9
• Field of View (diagonal): 
   28 degrees, equivalent to an  
   8.5” mobile device screen seen at 17”
• Brightness: >1000 nits
• Contrast: >see through 500:1
• 24-bit color
• Supports left or right eye use

GENERAL
• 8 Core 2.52Ghz Qualcomm XR1
• 6GB LPDDR4 System RAM
• 64GB internal flash memory
• Android 8.1 OS 
• OS and apps OTA upgradeable
• MDM available from multiple partners

CERTIFICATIONS³
• IP67
• Drop safe to 2 meters 

MOUNTING OPTIONS
• Vuzix M-Series Rail Eyeglass frames without lens (standard)
• Viewer weighs less than 3.3 oz.
• Eyeglass frames with lens
• Safety glasses
• Hard hat mount
• Headband mount
• Peltor headphone mount

BATTERY
• 135 mAh internal battery supports hot swapping 
   of external batteries
• 1000 mAh head-worn USB-C external battery with 
   3-level LED indicator
• Can be powered by 3rd-party USB battery packs 
   in place of head-worn battery
• 2 – 12 hours of operation based on 
   external battery choice

CONTROLS
• 3 control buttons
• Voice control – customizable and supports 
   multiple languages
• 2 axis touchpad with multi-finger support 

AUDIO
• Integrated speaker (up to 97db output)
• Triple noise-cancelling microphones
• BT audio: HSP / A2DP

CAMERA
• Up to 12.8-megapixel stills
• Up to 4k30fps video
• Improved auto-focus (PDAF)
• Improved optical image stabilization
• LED flash/scene illumination
• Barcode scanning

CONNECTIVITY
• USB 3.1 Gen 2 on USB Type-C
• Wi-Fi 2.4/5Ghz 802.11 a/b/g/n/ac
• Bluetooth 5.0 BR/EDR/LE

HEAD TRACKING
• 3-degree of freedom head tracking
• 3 axis gyro
• 3 axis accelerometer
• 3 axis mag/integrated compass 

GPS
• GPS / GLONASS

1. Specifications are subject to change

2. Waveguide is infield replaceable

3. Targeted certifications

 



14

State-of-the-Art Capabilities:
Vuzix M300XL Smart Glasses

Vuzix M300XL Smart Glasses provide most of the features and capabilities of a modern smartphone, in a hands-free wearable 
device. They can connect to the internet, and intranets, wirelessly via Wi-Fi. Bluetooth 4.1 connectivity allows them to pair 
with Android devices or other Bluetooth devices. Integrated motion tracking provides an unprecedented situational awareness 
experience. 

M300XL Smart Glasses are ruggedized against water, dust and dirt, and operate via voice, button-press, and gesture controls. 
This enables instant communication, and ease of use by all employees, wherever they are.

Mounting Rail

Charge Status

Navigation 
Buttons
Back

Touchpad

Power Button

Outer Sensor Window 
(Mic, Ambient Light, Proximity, Indicator LED) Camera 

Reset

Center Front

Recording LED

Flash/Flashlight

Display

Inner Sensor Window 
(Mic, Proximity)

Mounting Rail



Vuzix M300XL Smart Glasses:
Specifications & Features 
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TECHNICAL SPECIFICATIONS1 
OPTICS
• Display resolution: nHD color display
• Aspect ratio: 16:9
• Field of View (diagonal): 
   16.7 degrees, equivalent to a 5 in. 
   mobile device screen seen at 17 inches
• Brightness: >2000 nits
• 24 bit color
• Supports left or right eye use
• Dual Core Intel Atom CPU
• 2GB system RAM
• Android 6 OS
• 64GB internal flash memory

CONTROLS
• 4 standard Android control buttons
• Voice control – customizable and supports 
   multiple languages
• 2 Axis touch pad with gesture

UNIVERSAL MOUNTING OPTIONS AVAILABLE
• Eyeglass frames with or without lens
• Safety glasses
• Hard hat mount
• Headband mount

BATTERY
• 160mAh internal battery supports hot swapping 
   of external batteries
• 860mAh external battery
• Can be powered by a USB battery pack for extended run time
• 2 – 12 hours of operation based on external battery choice

INTEGRATED HEAD TRACKER
• 3-degree of freedom head tracking
• 3 axis gyro
• 3 axis accelerometer
• 3 axis mag/integrated compass 

CONNECTIVITY
• USB Micro-B 2.0
• Wi-Fi b/g/n/ac – Dual-B 2.4/5 GHz
• BT 4.1/2.1+EDR

AUDIO
• Ear speaker
• Dual noise canceling microphones

CAMERA
• Up to 10 megapixel stills
• Up to 1080p video
• Auto-Focus
• Optical Image Stabilization
• Flash/scene illumination

SENSOR SYSTEMS
• Proximity inward facing
• Proximity/ALS outward facing

Compare all Vuzix products here: 
www.vuzix.com/products/compare-vuzix-smart-glasses 

1. Specifications are subject to change 

https://www.vuzix.com/products/compare-vuzix-smart-glasses




The Future of Mobile Device Management  
for Vuzix M-Series Smart Glasses 

Technological advancement and artificial intelligence are revolutionizing the way corporate employees interact, do their jobs, 
market products and services, and communicate with customers. Increasingly, all of this is done using many different devices. It 
is important that head offices be able to track and manage these devices, and ensure that everyone is using them correctly. And 
it’s important that everyone in the company be able to easily and efficiently communicate with each other—with all communication 
being secure.

Vuzix works with many MDM providers to support their systems and ensure that Vuzix Smart Glasses are easily and seamlessly 
manageable on their platforms.

Vuzix M-Series Smart Glasses connect humans with smart machines, critical knowledge sources, and each other. They are 
rapidly replacing hand-held devices, phones and paper, and can apply to nearly all corporate functions. A hands-free computer and 
display, in a heads-up form factor, is revolutionary. More than any other wearable device, Vuzix Smart Glasses are transforming 
hands-free and remote functionality in the widest variety of use cases. The use of smart glasses facilitates significant gains in 
cost savings, efficiency and security, and Vuzix Smart Glasses are now among the most widely deployed wearable devices across 
the globe.

To learn more about this exciting technological tool, visit: www.vuzix.com
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© 2020 Vuzix Corporation – All Rights Reserved. Vuzix, the Vuzix logo, M300 XL, M400, M4000 and Vuzix Blade are trademarks of Vuzix Corporation and these products 
are protected by various Vuzix Corporation patents and patents pending. All other trademarks are the property of their respective owners.

A new dawn arrives at the headquarters and production facility of the world renown Vuzix smart glasses 
and augmented reality manufacturer in Rochester NY, USA.




